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Domestic Incident Report (DIR) Repository

Policies and Procedures Manual

May, 2021

New York State Division of Criminal Justice Services

Office of Criminal Justice Records
New York State Domestic Incident Reporting Unit

1.0 
GENERAL PROVISIONS:

1.01 The purpose of the DIR Repository Policies and Procedures Manual is to set forth the terms and conditions governing use of the DIR   Repository.

1.02 The Domestic Incident Report (DIR) Repository System (DIR Repository) allows authorized users to directly access the names and addresses of victims and suspects and document numbers captured from DIR forms and scanned copies of the DIRs.
1.03
The purpose of the DIR Repository is to enable authorized users to effectively investigate and prosecute crimes of domestic violence across jurisdictions and allow supervising agencies to effectively supervise domestic violence suspects, while recognizing the need to maintain the confidentiality of information contained in the DIR Repository to protect victims of domestic violence.

1.04
The DIR Repository has two different search capabilities based on two different levels of authorized use, which allows authorized users to search the electronic database and obtain different levels of information.  The levels are delineated below:

(a)
DIR Search – Grants access to “DIR Search and Retrieve” to view the results list with victim and suspect names and addresses, but there is no access to the scanned image.

(b) DIR Access To Image – Grants further access in “DIR Search and Retrieve” to allow the user to open the actual scanned image which is “hotlinked” from the results list. 

1.05
Authorized users agree to abide by the terms and conditions governing the use of the DIR Repository and all other applicable laws and regulations.

1.06 Users of the DIR Repository must have network connectivity to eJusticeNY Integrated Justice Portal.
2.0 
DEFINITIONS:

For the purpose of this policy the following definitions apply: 
2.01
Law Enforcement Agency (LEA):  A police agency, sheriff’s office, crime analysis center, district attorney’s office, office of the attorney general, federal law enforcement on tribal grounds, probation department, community supervisions agency.  
2.02 
Investigation: An investigation or prosecution within the LEA’s jurisdiction of a crime, or suspected criminal activity, conducted by the LEA.
2.03 
Subject of Interest: An individual who is: relevant to an active investigation; wanted pursuant to a sworn arrest warrant; a witness to a crime or suspected criminal activity and his/her whereabouts are unknown; or a missing person due to a crime or suspected criminal activity.
2.04 
Probation Services: Individuals under criminal court ordered investigation or supervision including pre-trial release and interim probation supervision, as well as individuals under investigation or supervision and/or diversion services pursuant to Family Court. (i.e. Family Offense, Juvenile Delinquency, Persons in Need of Supervision, Custody, Adoption, Support and Visitation).
2.05
DIR Scanned Image: A scanned image of an original, hardcopy DIR form along with any attachments or an electronic facsimile rendered from data captured in a DIR system operated by a law enforcement agency.
2.06
Community Supervision: Individuals under the jurisdiction of the Department of Corrections and Community Supervision who are in
the community through a grant of temporary release, presumptive release, parole, conditional release or serving a period of post release supervision. This shall include individuals who are supervised by the Department of Corrections and Community Supervision pursuant to the Interstate Compact for Adult Offender supervision, Executive Law §§ 259-mm or those subject to a regimen of strict and intensive supervision and treatment pursuant to Article 10 of the Mental Hygiene Law.
3.0 
ADMINISTRATION:
3.01 
The DIR Repository is maintained by NYS Division of Criminal Justice Services (DCJS).

3.02 
The DIR Repository is the property of DCJS, not the LEA.  Should the LEA receive Freedom of Information Law requests pertaining to DIRs, the LEA must comply with their internal procedures pertaining to FOIL requests.  If it is determined that any part of a DIR must be provided, the LEA must provide its copy of the DIR, not the copy from the DIR Repository. 

3.03 
Each local, state and federal agency wishing to access the DIR Repository must submit an application and be approved for access by DCJS.
4.0 
SYSTEM SUPPORT SERVICES:
4.01
Questions regarding the agency access agreement, types of access or general questions maybe directed to the DIR Unit at dcjs.dl.dirform@dcjs.ny.gov. 
5.0 
APPLICATION:
5.01 
To apply for access to the DIR Repository, the LEA’s Executive Officer or Chief must complete and submit the following forms:
“DIR Repository User Agreement” (Appendix A)

5.02
The completed form maybe submitted through the IJ Portal Feedback function.
5.03 
Agency eligibility to access the DIR Repository will be based on procedures to be established by the commissioner of DCJS
.

5.04 
A written response to the applicant pertaining to eligibility to access the DIR Repository will be e-mailed to the LEA’s Executive Officer or Chief.

6.0 
USER AGREEMENT:
6.01 
By signing the DIR Repository User Agreement, the LEA Executive Officer or Chief agrees that the agency will abide by the terms and conditions governing the use of the DIR Repository, that it will comply with all other applicable laws and regulations and that the LEA recognizes the need to maintain the confidentiality of the information contained in the Repository to protect victims of domestic violence. 

6.02 
By signing the DIR Repository User Agreement, the LEA Executive Officer or Chief understands that the unauthorized acquisition of information maintained in the DIR Repository may require that notification of the unauthorized acquisition be given to the subject of interest pursuant to the Information Security Breach Notification Act (NYS Technology Law §208) [attached].
7.0

SUBMISSIONS VIA eJusticeNY Integrated Justice Portal
7.01 
To obtain a DIR scanned image or DIR Search Information using the DIR Repository, the authorized user must submit the following information:

7.01.01
Requestor Name; 

7.01.02
Request Detail (e.g., LEA Case Number, Name of subject of interest, other comments);

7.01.03
Reason for Request;

7.01.04
All elements from the search request parameters (Name, Gender, DOB, etc.)

7.02 
Permissible reasons (“reason code”) for requesting information from the DIR Search or DIR Access to Image levels of the DIR Repository are:

7.02.01 
Criminal Investigation – defined as: an investigation of a crime, or suspected criminal activity, occurring within the LEA’s jurisdiction;

7.02.02 
Warrant Investigation – defined as: subject of interest is wanted pursuant to a sworn arrest warrant;

7.02.03 
Witness Investigation – defined as: subject of interest is a witness to a crime or suspected criminal activity occurring
within the LEA’s jurisdiction and his/her whereabouts are unknown; 

7.02.04 
Missing Person Investigation – defined as: subject of interest is missing due to a crime or suspected criminal activity occurring within the LEA’s jurisdiction.

7.02.05
Victim Request- defined as: subject of interest is listed as a victim/party on the DIR and would like a copy of the DIR.
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7.02.06
Probation Services: defined as: subject of interest is under criminal court ordered investigation or supervision including pre-trial release and interim probation supervision, as well as individuals under investigation or supervision and/or diversion services pursuant to Family Court.

7.02.07 
Office of Probation and Correctional Alternatives (OPCA) Audit/Practice Review – defined as: cases brought to the attention of OPCA via formal complaint, Critical Incident Report or audit and analysis.
7.02.08 
Corrections/Community Supervision—defined as: subject of interest is an inmate under release consideration, pending release, or currently in supervision status with the Department of Corrections and Community Supervision.

7.02.09
Tactical and Operational Analysis: defined as: utilization of the repository to assist with law enforcement’s tactical and operational response through the identification of repeat offenders, victims and addresses. 
7.02.10 
Personnel Investigation: defined as: subject of interest is law enforcement personnel identified as a suspect in the repository and there is an ongoing personnel investigation into said suspect’s actions pertaining to the domestic incident. 

8.0 
PERMISSIBLE USES OF DIR REPOSITORY INFORMATION
8.01 
DIR scanned images or information obtained from the DIR Search level of the DIR Repository can only be used for investigation and prosecution purposes or other reasons delineated in § 7.02.

9.0 
IMPERMISSIBLE USES OF DIR SCANNED IMAGES 
9.01 
DIR scanned images or information obtained from the DIR Search level of the DIR Repository SHALL NOT be saved in a database or stored in any manner for secondary or subsequent use unrelated to the original request.

9.02 
DIR scanned images or information obtained from the DIR Search level of the DIR Repository SHALL NOT be used in more than one investigation. If the information has been previously requested for a permissible reason, a new request must be submitted and properly documented prior to making a subsequent request for the DIR scanned image or information obtained from the DIR Search level of the DIR Repository.

9.03 
DIR scanned images or information obtained from the DIR Search level of the DIR Repository cannot be disseminated outside of the LEA, and can only be shared within the LEA with authorized users of the DIR Repository, requesting officer or the requesting officer’s supervisor as may be necessary to further the active investigation or prosecution. The only exceptions are when a copy is provided to the victim per §7.02.05 or to a court or an ALJ by probation or parole pursuant to their supervisory responsibility as outlined in §7.02.06 and § 7.02.08 respectively. 
9.04 
It is NOT permissible to use the DIR Repository to obtain a DIR scanned image or information obtained from the DIR Search level of the DIR Repository for non-active investigation or prosecution purposes including but not limited to: 
       9.04.01    personal use;
       9.04.02
sale, publication or disclosure for commercial purposes; or

       9.04.03 
release to the public
9.05 
Accessing and/or releasing a DIR scanned image or information obtained from the DIR Search level of the DIR Repository for an impermissible purpose may subject the requestor and/or the individual responsible for its unauthorized release to administrative and/or criminal prosecution.
9.06
Hard copies of all DIR reports, obtained through the DIR Repository should be retained only as long as is necessary to document the circumstances of the case/investigation at the time of the inquiry. Thereafter, such information must be destroyed in a secure manner so as to preclude unauthorized access/use.
10.0      SECURITY / AUDIT

10.01   To ensure that the DIR Repository will be used for active investigation and prosecutions 
or for other authorized reasons, an electronic audit log of each request submitted by individual authorized users will be maintained by the DIR Repository.

10.02
The DIR Repository audit log will capture the following information for every submission:
      10.02.01
LEA’s ORI;

      10.02.02
eJusticeNY Integrated Justice Portal user ID the user logged on the system;
      10.02.03
Requestor Name: 
      10.02.04
Request Detail (e.g., LEA Case Number, Name of subject of interest, other comments);

      10.02.05
Reason for Request;

      10.02.06
Date and time of request; 

      10.02.07
DIR transaction number (for image requests only); and

      10.02.08
All elements from the search request parameters (Name, Gender, DOB, Address, etc.)

10.03
Remote audits of the DIR Repository usage by the LEA will be conducted to identify potential misuse of the system. Should possible misuse be revealed by a remote audit or other means, an on-site audit of the LEA or the 911 Call Center will then be performed.

11.0 
CONCLUSION
11.01 
Should it be established that a LEA has used a scanned image or any other information obtained from the DIR Repository in violation of the terms and conditions set forth in this Policies and Procedures Manual or any other applicable laws or regulations, further access by that agency to the DIR Repository will be suspended immediately.
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USER AGREEMENT

(hereinafter referred to as The Participating Agency)

agrees to conform to all rules and policies established by the New York State Division of Criminal Justice Services (DCJS) concerning the use of the DIR Repository as set forth in the DIR Repository Policies and Procedures Manual.

The Participating Agency agrees to: 

Abide by the terms and conditions governing the use of the DIR Repository, that it will comply with all other applicable laws and regulations and that the LEA recognizes the need to maintain the confidentiality of the information contained in the Repository to protect victims of domestic violence. 

It is understood by the Participating Agency:

· That the unauthorized acquisition of information maintained in the DIR Repository may require that notification of the unauthorized acquisition be given to the subject of interest pursuant to the Information Security Breach Notification Act (NYS Technology Law §208).

· That remote audits of DIR Repository usage will be conducted by DCJS and that periodic site audits (announced/unannounced) of DIR Repository usage may be performed by DCJS in conjunction with their audits of eJusticeNY Integrated Justice Portal usage.

· That a violation of the rules, policies, practices and procedures set forth in the DIR Repository Policies and Procedures Manual will result in the immediate suspension or removal from participation in the DIR Repository Program, as deemed appropriate by DCJS.

LEA Executive Officer or Chief (Title/Name)

________________________________________
________________
_____________________

Signature





Date


Agency ORI   

**This form may be scanned and sent as an attachment in the IJ Portal Feedback.  
Appendix A








� Applications will be considered from all LEA’s. 


2 Executive Law §837 (15) requires that the DIR is “prepared in multiple parts, one of which shall be immediately provided to the victim”.
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